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Algorithm for calculate RS matrix used Geffe generator system
¢ INPUT: initial value for three LFSR (linear Feedback Shift Register) X1, X2, and X3,

(15X1<127) (1< X2<8191), (1< X3< 4095). ‘
s OUTPUT: the result of f-function used to generate the new value for the MDS/RS matrix.
+ PSEUDO-CODE:
1. Initial value for the registers X1, X2, X3;
2. For i=0to 3, for j=0 to 7, RS(i,j)= (0,0)
3.4

e Ayles dbuley RS 9 MDS wbsinll Wy ddes

Encryption Algorithm_

1. Input: Plaintext split into four 32 bits words (RO,R1,R2,R3), 32 bit key subkeys S, K.
2. X0=R0 & K0, X1=R1 & K1, X2=R2 & K2, X3=R3 ® K3.

3.Fori=0to 15 {

4. To=g(R0), T,=g(<<<R1). Where g represents a function using S-box.
5. RS[i] = Geffe Generate

§0=RS *(m0,..,m7); 57=RS*(m8§,...,m15). Where md,..., m15.which derived directly from
the main key (M).
6. MDS|i] = Geffe Generate

Subkey Sy, S; and MDS S-box multiplying by the MDS matrix.
7. FO=T¢+Ty+K,;,.sMod 2%,
8. F1=Ty+2T+K;3..sMod2®.
9. R2=>>>1(F0®R2); R3=F 1D(<<<R3).
10. X0 <—»R2; R1 +—R3
11.}
12. Output: Ciphertext in C0, C1, C2, C3;

Co=R2©Kd4, CI1=R3®KS5, C2=RO®K6, C3=R1BK7.

Decryption Algorithm
Decryption is similar to encryption the same structure but the subkeys are
applied in reveres order. Also the replacements by the following:
R2=F0®(<<<1R2)
R3=>>>](F1BR3)

sudd) Twofish aa b (3 pacdl Sy pacdl 4l
Oduladdd| TWOTiSh dued 3yl0d dubiiel (S Guimuid .7-4
9 Lo oo by b oS0k S Al Lo, sl pisdl bl ST A0
Jly sasdl le sl s3la) bt Bl ) w ) )l s S akaad o331
dd) (6f paad) oS3 Jaiall Ol iy OF o leal) (S ol o oglall 2,80
Jsb oSl 3 il 2128 s d (g g oVl sae 0 AU ede (3 Lady
A el ozl 136 L& Wgle 3.4%10% (ol 1oy ccn 128 4n pusad) il
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TESTS ORIGINAL | NEW TESTS the LIMITS
Frequenceyl 3.81254 0.1225 Must be less than 3.84
Serial -130.749832 | -123.8495 Must be less than 5.99
Poker 20.70841 -1.793855 Must be less than 11.07
Runs 3.07755 -1.86374 Must be less than 5.99
Autocorrelation | 42.99288 14.53962 Must be less than 3.84
Shift by 1
Autocorrelation | 43.89572 11.37488 Must be less than 3.84
shift by 2
250 I
200 I
150 A 1077, D 7liad 5 il U 300 I
1 u‘)uﬂi..\...]o”ullcuﬁn_)h‘uoul‘,m l

el el el > >
S 5 7 8
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